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FINANCING OF THE IRAQ INSURGENCY

HOUSE OF REPRESENTATIVES, COMMITTEE ON ARMED
SERVICES, TERRORISM, UNCONVENTIONAL THREATS AND
CAPABILITIES SUBCOMMITTEE, MEETING JOINTLY WITH
COMMITTEE ON FINANCIAL SERVICES, OVERSIGHT AND
INVESTIGATIONS SUBCOMMITTEE, Washington, DC,
Thursday, July 28, 2005.
The subcommittees met, pursuant to call, at 2:00 p.m. in room
2118, Rayburn House Office Building, Hon. Sue Kelly (chairman of
the Subcommittee on Oversight and Investigations) presiding.
OPENING STATEMENT OF HON. SUE W. KELLY, A REPRESENTATIVE FROM NEW YORK, CHAIRMAN, OVERSIGHT AND INVESTIGATIONS SUBCOMMITTEE

Mrs. KELLY. The hearing on financing of the insurgency in Iraq
will come to order.
We have heard dramatic stories about the direct influence of
cash on terrorist attacks in Iraq with reports, for example, of cash
rewards for setting up roadside bombs or otherwise participating in
terrorist attacks. But more broadly, we know that money is what
buys the supplies, weapons, and loyalties which makes the insurgency a viable killing force. The funding sources and methods for
the insurgency are as diverse as the insurgency itself, thereby presenting significant challenges.
And while financial defenses by themselves are not enough, they
are critically important and can help save lives. As military officials have pointed out, success in taking out local paymasters can
have a direct effect in reducing attacks on our forces.
A number of specific areas demand our interest. Syria too often
appears a willing conduit for cash and killers to terror networks in
Iraq. The job of repatriating the assets of Saddam Hussein has
been very complicated, due in no small measure to Syrian inaction.
Elements of the former Hussein regime are, without question, operating in Syria in support of the insurgency. Furthermore, Syria has
proven to be a favored gateway for the foreign fighters into Iraq,
many of them undoubtedly carrying substantial sums of cash. Syria’s cooperation has been episodic at best and unacceptable in its
totality.
We must consider new actions to address Syria, including a blanket designation under section 311 of the PATRIOT Act. A section
311 designation isolating the Syrian financial system must be at
the very top of our list of potential next steps. I will accept for the
moment Secretary Snow’s thoughts that a 311 designation of Syria
may not be the best course of action at this time, but we must all
(1)
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2
give such a possibility serious consideration in the coming weeks
and months.
There are substantial weaknesses with Saudi Arabian financial
defenses. Treasury Under Secretary Levy recently said, and I am
quoting: Private Saudi donors may be a significant source of terrorist funding, including for the insurgency in Iraq.
This brings to the forefront once again questions about accountability in Saudi Arabia for terror finance. We must ask the question: Has the Saudi Government done enough in reaching out to its
citizens to condemn the ongoing insurgency in Iraq and demonstrate in unmistakable terms that those caught funding insurgents’ operations will be punished?
Flawed Saudi charity regulations may ease the flow of cash to insurgents as well. The troubling precedent set by the Saudi Government-run Charitable Committee for Palestinians, which appears to
have knowingly supported terrorism, directs our attention to a
charitable committee run by the Saudi Government for Iraq. Furthermore, the Saudis’ continuing reluctance to include large Saudibased Islamic charities under their developing oversight mechanisms remains highly problematic. We must continue to work together with our allies in Saudi Arabia in resolving these concerns.
We also have to look beyond the region immediately surrounding
Iraq. There is no doubt Islamic extremist groups are in Africa and
elsewhere, and they are supporting the insurgency. There are reports, for instance, of North Africans financing insurgents’ operations via Europe and Syria.
We must also look at Europe. There is, for example, the 10 Euros
for the Iraqi Resistance. And I believe I have a poster somewhere
that should demonstrate that. Can you just turn that around so
people can see this? I want people to see this because this is a poster taken directly from the 10 Euros for Iraqi Resistance campaign
in Italy. If you notice that poster, you will see there is an American
flag on the uniform of the soldier who is being shot by the Iraqi
insurgents.
This 10 Euros for the Iraqi Resistance campaign was established
by the anti-imperialist camps, a network of radical groups in Europe openly hostile to America. Just this year, the campaign was
used to ship supplies to insurgents in Fallujah.
I want to thank my colleagues who recently joined me in sending
a letter to the Italian Ambassador on this issue. The Ansar al
Islam terror network has had operatives in Germany and Sweden
arrested for involvement in insurgency financing activities.
And we must even look within our own country. U.S. Central
Command (CENTCOM’s) General Abizaid stated just this month
that money for the insurgency has likely come from the United
States of America. Insurgents in Iraq are also able to easily exploit
current circumstances in Iraq in obtaining financial resources. Kidnapping, extortion, and theft within Iraq are undoubtedly used to
secure funds for insurgents. Additionally, the case-based nature of
the economy and the prevalence of informal value transfer systems
like hawala make the detection of suspicious activity extremely difficult.
In total, we confront a difficult set of issues, but ones our government has engaged extensively in in Iraq and throughout the globe.
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3
So I very much appreciate the administration officials coming here
today to discuss this often overlooked aspect of Operation Iraqi
Freedom. I hope this hearing and the testimony provided by Danny
Glaser, the Assistant Secretary of Treasury for Terrorism and Financial Intelligence, and James Roberts, the Deputy Assistant Secretary of Defense for Special Operations and Low Intensity Conflict, and Cal Temple, Director of Operations of the Joint Intelligence Task Force for Combating Terrorism, Defense Intelligence
Agency, will provide the Congress policy options to assist our
troops in the field to defeat these terrorists and defeat their paymasters.
I recognize myself for the purpose of a unanimous consent request to allow nonmembers of the subcommittees to sit with us.
And I now yield to Chairman Saxton.
STATEMENT OF HON. JIM SAXTON, A REPRESENTATIVE FROM
NEW JERSEY, CHAIRMAN, TERRORISM, UNCONVENTIONAL
THREATS AND CAPABILITIES SUBCOMMITTEE

Mr. SAXTON. The Subcommittee on Terrorism, Unconventional
Threats and Capabilities meets this afternoon in joint session with
our colleagues from the Committee on Financial Services, Subcommittee on Oversight and Investigations, to examine a topic of
critical national importance: Where is the Iraqi insurgency getting
its financial support and how can we stop it?
The topic cuts across multiple committee jurisdictions certainly
concerning the committees represented here today. But more importantly, this problem cuts across multiple executive branches as
well; at the very least, involving the Departments of State, Treasury, and Justice, two of whom are represented here at the witness
table today.
Our goal this afternoon is to understand the problem and the
measures necessary to staunch the flow of funds to the insurgents.
It does little good for our brave troops to risk their lives to kill and
capture those insurgents operating in Iraq now, if the resources
and will exists for replacements to pour in as fast as existing insurgents are put out of action. I don’t pretend to know the answers,
but I am disturbed about the number of potential funding sources
I see just by reading the daily newspaper. There are credible reports of open fundraising for the insurgency being conducted in
Western Europe and more clandestine fundraising in the Middle
East and even here in the U.S., here at the homeland.
It is possible that the international drug trade is a source, as
well as corruption within Iraq itself. The nation has no effective
banking system, using cash, a cash economy. This fluidity of funds
combined with the amount of money the United States is investing
in Iraq reconstruction creates a dangerous situation.
What we hope to gain today is an understanding of the issues
and how U.S. policy is coordinated to ensure that we have a coherent plan of action. We as a Nation may need to adjust course in
public diplomacy, international monetary policy, or law enforcement. We do know that the continued carnage in Iraq must stop.
A free society must be a law-abiding society. Our troops are doing
all they can to quell the insurgency, and we intend to help by mak-
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4
ing it harder for insurgents to get the funds that they must have
to operate.
I would like to acknowledge at this time the great leadership of
my friend Sue Kelly, the gentlewoman from New York, for suggesting this hearing and I look forward to hearing from our witnesses
today.
Mrs. KELLY. Thank you. We turn now to Chairman—excuse me,
to Mr. Gutierrez.
STATEMENT OF HON. LUIS V. GUTIERREZ, A REPRESENTATIVE
FROM ILLINOIS, RANKING MEMBER, OVERSIGHT AND INVESTIGATIONS SUBCOMMITTEE

Mr. GUTIERREZ. I am pleased to be here today, along with our
colleagues on the Armed Services Committee, to inquire into funding sources of the Iraqi insurgency. I have been at many hearings
regarding terrorist financing and am somewhat versed in the concept of following the money.
I am particularly interested in following the path of the assets
of the former regime. A significant amount of the former regime’s
assets may have derived from trade protocols with Jordan, Turkey,
Syria, and Egypt. These protocols were entered into after the U.Nimposed sanctions against Iraq. Reportedly, Hussein’s regime
earned a total of approximately $8 billion through these protocols.
These and other regime assets were deposited in banks in several
countries. And I am particularly interested in the progress that the
U.S. Government has made in tracking these transactions.
I am also extremely concerned about certain issues detailed in a
Wall Street article that appeared on Tuesday titled, ‘‘Digging In:
Former Bush Aide Turns Tough Critic as Iraq Inspector. Mr.
Bowen Finds Poor Controls, Wasted Reconstruction, Seeking Missing Millions.’’ Wall Street Journal.
I would ask unanimous consent that that be part of the official
record today.
Mrs. KELLY. So moved.
[The information referred to can be found in the Appendix on
page 59.]
Mr. GUTIERREZ. After the fall of Iraq, the Coalition Provisional
Authority, CPA, received a number of funds from Iraqi accounts.
But there was significant mishandling, waste, fraud, and mismanagement of these funds. According to the report, the U.S. failed
to keep track of approximately 9 billion turned over to the new
Iraqi government ministries, which appears to have been embezzled or could even possibly be in the hands of the insurgents. The
CPA was rife with managerial failings and structural problems and
even criminal misappropriations of funds.
I sincerely hope that we have made every effort to clean up our
own books and that our failings are not providing insurgents access
to funding.
This morning, National Public Radio interviewed Stuart Bowen,
the Special Inspector General for Iraq Reconstruction. He stated on
the program that there have been a great deal of criminal activity,
waste, and fraud through these reconstruction projects. The fraud
was committed, he says, by both government—American government officials and American contractors. And this, according to our
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5
own Special Inspector General, appointed specifically by President
Bush. Millions of dollars that were allocated for construction
projects are missing from the development fund for Iraq, and the
construction projects were not completed.
I hope that Mr. Glaser can enlighten us as to what Treasury has
done to track these funds that were earmarked for construction
projects as well as the 9 billion transferred to the new Iraqi Government. At the proper time I would like to hear what the U.S.
Government has done to identify any parties connected with the
disappearance of these funds and determine whether any of this
money is indeed a current source of funding for the Iraqi insurgency.
If this is the case, I would like to know what mechanisms are
available to the U.S. Government to cut off the source of funding.
I hope to discover that the Treasury is working to identify all of
the banks where these assets may lie, and that it is seriously invoking section 311 of the PATRIOT Act against these institutions.
I expect to learn that the Treasury has worked with the relevant
countries to urge them to freeze these assets and have them repatriated to the current Iraqi Government.
I look forward to these and other answers and yield back the balance of my time.
Mrs. KELLY. Thank you, Mr. Gutierrez. We now turn to Mr. Meehan.
STATEMENT OF HON. MARTIN T. MEEHAN, A REPRESENTATIVE FROM MASSACHUSETTS, RANKING MEMBER, TERRORISM, UNCONVENTIONAL THREATS AND CAPABILITIES SUBCOMMITTEE

Mr. MEEHAN. Thank you Madam Chairwoman. And let me thank
you for holding this hearing and prompting more investigation of
this topic.
I want to associate myself with the comments of Mr. Saxton. I
too remain committed to denying funding to terrorists not only in
Iraq, but other places around the globe as well. Stopping funding
from reaching terrorist organizations is one of the most valuable
and effective defenses in preventing future attacks.
Chairman Saxton’s mention of public diplomacy, international
monetary policy, and law enforcement deserves special attention as
it more fully touches upon the broad nature of the struggle and
with ideological extremism. The war on terror is about both confronting terrorists today and preventing the recruitment of terrorists for tomorrow. It is a battle of both arms and ideas. It requires
a balanced approach in addressing both near- and far-term trends
and realities.
With regard to Iraq, a sound banking system with respect for law
is paramount, and indeed the two are closely intertwined. Until
they are established, the pervasive influence of crime and corruption will continue spreading and creating conditions from which future generations of terrorists will emerge. In the world at large,
America must show other members of the international community
how their interests are served in this fight.
This is a Global War on Terror in which a violent insurgency in
one part of the world has the potential for spreading to other na-
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tions without regard to sovereign boundaries. One need only look
at the recent attacks in London and Egypt as evidence of the possibilities.
I look forward to today’s panel and testimony, and I hope that
our panelists can help shed light on the challenges ahead and provide some solutions for consideration.
Mrs. KELLY. The Chair would inform the joint committees that
by prior agreement by both Chairmen and the Ranking Members,
we are going to ask that all members hold their statements and we
will accept them in the record. And with that, I would like to now
call on our first panel, starting with Assistant Secretary Glaser. We
welcome you, sir.
STATEMENT OF DANIEL L. GLASER, ACTING ASSISTANT SECRETARY, OFFICE OF TERRORIST FINANCING AND FINANCIAL CRIMES, U.S. DEPARTMENT OF THE TREASURY

Mr. GLASER. Thank you, Chairwoman Kelly, Chairman Saxton,
Ranking Members Gutierrez and Meehan, and distinguished subcommittee members. Thank you for inviting me to testify today before both subcommittees on the important issue of Iraqi insurgency
financing and the efforts of the Department of the Treasury in conjunction with our interagency colleagues to combat it.
This is obviously a critical and worrisome matter and one which
captures our focused attention on a daily basis. Just as we despair
at the many lives lost in the recent terrorist attacks in London, we
feel the same sense of anguish when we read reports of our troops
and Iraqi civilians losing their lives in the fight against an insurgency that are ultimately trying to destroy democracy in Iraq.
I share with you and with my counterparts at the Department
of Defense a sense of urgency in doing our utmost to disrupt the
flow of funds to those seeking to attack our troops, coalition partners, and innocent civilians.
The groups responsible for conducting the Iraqi insurgency require considerable organization and logistical support. It has been
said that a single act of violence may not require extensive financial resources; but insurgency efforts require much more than that.
Significant financing is needed to secure the loyalty of network
members and to pay for salaries, coordination and organization,
propaganda, housing, food, shelter, medical care, and transportation of the foreign insurgency fighters into and throughout Iraq.
Disrupting the flow of these funds provides an important means of
combating the entire insurgency.
In my written testimony I go into great detail about the many
efforts Treasury has made to do its part in combating the insurgency. These efforts involve close coordination with the interagency
community, particularly with the Department of Defense, both on
the ground in Iraq and here in the U.S. My DOD colleagues can
speak in more detail to our efforts on the ground.
I would like to focus my remarks today on the global efforts
Treasury is leading to stem the flow of funds to the insurgency.
Our efforts can be broadly characterized as, one, targeted action
against the specific elements of insurgency financing; two, systemic
efforts to improve financial transparency in Iraq and throughout
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7
the region; and three, engagement with Iraq’s neighbors to cut off
the financial flows to the insurgency.
The two primary external sources of funds to the insurgency are,
first, former regime elements, including senior officials of the
former Iraq regime particularly; and second, Sunni jihadists such
as the al Qaeda influence of Abu Mus Al-Zarqawi and his network.
Domestically funded tribal groups and local militias also make up
a substantial component of insurgency financing.
To combat the insurgency’s external sources, Treasury has at its
disposal numerous effective tools:
Executive Order 13315. This Executive order targets senior officials of the former regime. To date we have designated scores of
Iraqi-related entities under this program, including 65 senior Iraqi
officials who were named by President Bush, and 47 as a followup on this. Only a week ago, we designated six of Saddam Hussein’s nephews and their names have now been accepted at the
United Nations (U.N.) Four of the designated individuals provided
financial support and, in some cases weapons and explosives, to the
Iraqi insurgents.
Similarly on June 17, 2005, we designated Muhammad Yunis
Ahmad for providing funding leadership and support from his base
in Syria to several insurgent groups that are conducting attacks in
Iraq.
Executive Order 13224. This Executive order targets global terrorists and was signed by President Bush in the immediate aftermath of September 11. The Treasury Department has designated
many terrorists involved in the Iraqi insurgency, including numerous supporters of the Zarqawi network under this authority. But
targeting individuals is not enough. Iraq’s neighbors must ensure
that they are not conduits for insurgency financing.
The Syrian Iraq border is of particular concern. In May of last
year, we designated the Commercial Bank of Syria as a primary
money-laundering concern pursuant to section 311 of the U.S. PATRIOT Act. This designation was premised on concerns about financial wrongdoings of that bank, including terrorist financing.
This designation is but one of the actions we have recently taken
to pressure Syria to change course on a number of fronts, including
adequately policing its border to cut off the flow of funds to the
Iraqi insurgency. The insurgency in Iraq will not be defeated simply by attacking its financial support structure. However, this is an
important component of the comprehensive attack on the insurgency that employs all tools of national power.
The U.S. And the U.N. efforts to freeze and repatriate former regime element assets worldwide have removed billions of dollars of
potential sources of insurgency support: designations and targeted
financial sanctions under various Executive orders have isolated financial networks and our overall efforts to systematically safeguard the international financial system from abuse and increase
the risks and costs of doing business for terrorist financiers.
Much remains to be done. We are learning more about the insurgency and its funding mechanisms every day and we will continue
to do all we can to support our military and Coalition partners who
are in harm’s way and who contribute to our collective efforts to
bring peace and security to the people of Iraq.
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Thank you for holding these hearings. Thank you for your sustained interest, and I look forward to answering questions.
Mrs. KELLY. Thank you very much Mr. Glaser.
[The prepared statement of Mr. Glaser can be found in the Appendix on page 33.]
Mrs. KELLY. Mr. Roberts.
STATEMENT OF JAMES ‘‘JQ’’ ROBERTS, ACTING DEPUTY ASSISTANT SECRETARY OF DEFENSE FOR SPECIAL OPERATIONS AND COMBATING TERRORISM

Mr. ROBERTS. Thank you, Madam Chairwoman Kelly, Chairman
Saxton, Ranking Members Gutierrez and Meehan, and distinguished members of the two subcommittees.
I would like to associate myself with the importance of terrorist
financing and insurgency financing made in the statements of the
two Chairmen just a few minutes ago.
My colleague from the Treasury Department has discussed
Treasury’s activities. In a few moments, my colleague from (DIA)
will specifically focus in on the activities of the Central Command
in Iraq and in the region. And I am going to discuss more broadly
DOD’s efforts to address terrorist financing in the Global War on
Terrorism.
I would like to briefly discuss the Department of Defense’s ongoing work to address terrorist-financed exploitation beyond Iraq. Although DOD sees the Treasury Department as the lead Federal
agency in this arena, the Department of Defense has work underway to support their efforts in two major areas; one area that we
refer to as terrorist financing, and a second area that we refer to
as threat financing. While terrorist financing focuses on organization cells and individuals directly linked to terrorism, threat financing is a broader-based concept that includes financing associated
with
weapons
of
mass
destruction
proliferation,
narcotrafficking, organized crime, human trafficking and the like.
Mrs. KELLY. Mr. Roberts, could you pull that microphone a little
closer to you——
Mr. ROBERTS. Is that okay——
Mrs. KELLY. That is much better. Thank you.
Mr. ROBERTS. We are convinced that following the money in all
of its forms is a crucial element to mapping the networks and understanding the relationships between the nodes in those networks.
It is also a key enabler for achieving the Department of Defense’s
objectives. We believe these clandestine activities threaten U.S. national security interests and can generate large amounts of revenue. A portion of these funds may directly or indirectly fund terrorists’ and insurgents’ activities. This greatly increases the complexity of identifying, tracking, and disrupting financial targets.
Terrorists use a wide, imaginative, and quickly evolving series of
tactics to transfer money throughout their networks, from hightech means such as sophisticated bank transfers to low-tech and
no-tech means such as courier. The nature of the problem mandates that we focus on more than just the formal financial mechanisms traditionally associated with terrorist financing. The international community has done much in this vein since 9/11 through
the Financial Action Task Force and the 8 regional bodies com-
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9
prised of more than 150 countries and territories. Driven largely by
the U.S. and its partner countries, the international community
continues to address threat financing, focusing on money service
businesses such as wire transfers, insurance and brokerages, informal wire services such as hawalas, diversions of charitable contributions transport, or cash transfers through the Postal Service
or FedEx, and falsified trade documentation. The international
community needs to focus more on precious metal and precious
gem transfers, smuggling, and the like.
Identifying global links between networks, including witting and
unwitting coalitions of convenience within those networks, is part
of the challenge for the intelligence community. Ideally, actions
taken against a local target should have network-wide effects. The
Secretary of Defense’s National Defense Strategy, signed in March
of this year, describes our counterterrorism objectives as far as protecting the homeland; second, disrupting and attacking terrorist
networks; and third, countering ideological support for terrorism.
With this in mind, the Department of Defense has developed a
national military strategic plan for the war on terrorism which provides specific guidance on how to achieve these objectives. The first
of six military strategic objectives outlined in that plan is to deny
terrorists the resources that they need to operate and survive. Our
list of resources, which includes funds, also addresses leadership;
safe havens, both geographical and virtual funding; communications and movements; weapons, including access to weapons of
mass destruction; foot soldiers; access to targets; and, most importantly, ideological support.
As you know, the U.S. Special Operations Command, SOCOM,
has been designated to lead this DOD Global War on Terrorism
campaign. It is synchronizing the counterterrorism plans of the five
geographic military commands as components of a global campaign.
It is also working closely with the U.S. Strategic Command on
these missions. The geographic commands are currently assessing
both the ability of terrorists and insurgents to finance operations
and the effectiveness of the U.S. military to deny resources to terrorists. Initial data from these assessments indicate that DOD has
enjoyed some successes in tracking and disrupting funds to terrorists and insurgents. And although each of these commands have
made notable gains against the target, I have chosen to highlight
activities in the U.S. Pacific Command and the U.S. Central Command for this testimony.
In Pacific Command (PACOM), the Interagency Regional Action
Plan for that area of responsibility discusses the complexity of
eliminating sources and channels of terrorist financing and the
interagency nature of that work. Part of the plan’s focus includes
suspect charities, alternative remittance systems, cash couriers,
bulk cash smuggling, trade-based terrorist financing and kidnapping for ransom, among others.
The Treasury Department’s Financial Crimes Enforcement Network is providing invaluable assistance to PACOM’s regional financial intelligence operations. PACOM and its interagency partners
are working with partner nations to, number one, identify financial
support networks of terrorists and insurgents; number two, help
partner nations develop prosecutorial expertise in money launder-
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ing and terrorist financing; and three, very importantly, encourage
those nations in the region with strong expertise in this area to
provide technical and administrative assistance to less capable nations.
Other successful initiatives include Central Command’s Threat
Finance Exploitation Unit which my colleague Mr. Temple will describe in more detail in a few minutes. That unit works with DOD
and non-DOD intelligence, law enforcement, and regulatory agencies that are responsible for taking actions against terrorists and
insurgency financial networks with a particular emphasis on Iraq.
The success of this unit has created interest among other combatant commands who would like to create similar organizations for
their respective areas of responsibility.
To that end, the Office of the Secretary of Defense is working
closely with the Joint Staff and Combatant Command to more
clearly delineate the roles and responsibilities for threat finance exploitation organizations within the department.
Mrs. KELLY. Mr. Roberts, if you could sum up your testimony it
would be helpful.
Mr. ROBERTS. Surely. Much has been done, much remains to be
done. Thank you, Madam Chairman.
Mrs. KELLY. That was certainly succinct.
All of your written testimony, without objection, the written testimony of every one of the witnesses today will be made part of the
record. And we appreciate the fact that you were very succinct
there, Mr. Roberts.
[The prepared statement of Mr. Roberts can be found in the Appendix on page 44.]
Mrs. KELLY. We go now to Mr. Temple.
STATEMENT OF CALEB TEMPLE, DIRECTOR OF OPERATIONS,
JOINT INTELLIGENCE TASK FORCE FOR COMBATING TERRORISM, DEFENSE INTELLIGENCE AGENCY

Mr. TEMPLE. Thank you, Chairwoman Kelly, Chairman Saxton,
distinguished members of both subcommittees. Thank you for inviting Defense Intelligence to participate today.
I would like to offer brief findings to paint a picture of financial
terrorists and insurgents in and around Iraq. Defense Intelligence
views the ongoing financing of the Iraq-based terrorists and insurgents as an important issue for Operation Iraqi Freedom. Defeating
Iraq terrorists and insurgent funding is tough but it is a critical
challenge. We have enhanced our capabilities and we have had success.
The enemy and those who financially support the enemy, however, are adaptive. Overall, countering terrorist and insurgent finances is just one reinforcing line of operations in our overall strategy to defeat terrorists and insurgents in Iraq.
My goal today is to sketch for you what we know, what we don’t
know, and what we think about Iraq-related funding activity. Attending with me are intelligence officers from U.S. Central Command and the Defense Intelligence Agency. Several, including myself, have deployed to Iraq and Afghanistan. All are responsible for
developing intelligence and assessing opportunities to diminish terrorist and insurgent finance activities.
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Financing challenges related to Iraq terrorism and insurgency
are complex, a formal and informal multidimensional phenomenon
involving external money flows and internal revenue generation
and distribution networks. The diversity of terrorist and insurgent
financial activities, a variety of high-tech and low-tech tactics, techniques, and procedures challenges our intelligence collection capabilities in different ways. The intelligence instruments required for
identifying and collecting on this wide set of activities are diverse.
Our capabilities, however, are robust. We believe terrorists’ and
insurgents’ expenses are moderate in Iraq and pose little significant restraint to armed groups in Iraq. We remain concerned that
wealthy private donors in the Middle East and elsewhere continue
to be an important part of the steady flow of funds into Iraq. We
also believe former regime elements are a source of insurgent funding. Corrupt members of some transnational charities and nongovernmental organizations around the region and inside Iraq continue to siphon and embezzle money for terrorists and insurgents,
an unregulated form of value-transfer systems are prevalent
throughout the Middle East and south Asia. Terrorists have access
to a potentially large revenue base by conducting criminal activities
ranging from low-level crime and extortion to involvement in smuggling and drug trafficking. Organized criminal activities are deeply
rooted in some sectors of Iraqi society and are difficult to stamp
out.
In response, Defense Intelligence has developed and is executing
combating terrorist and insurgent financial all-source operations
across the Combatant Command and the military services. These
diverse activities form the core of our efforts and come together in
support of warfighters serving in Iraq and around the region.
U.S. Special Operations Command, as mentioned, has been designated by the Office of the Secretary of Defense to synchronize the
Department of Defense’s counterterrorism activities. U.S. Central
Command serves as the focal point for combating terrorists and insurgent finances in and around Iraq, and it is aggressively focused
on this challenge. The commander and deputy commander of
CENTCOM have stated that the disruption of terrorist and insurgent financing is a priority.
The Defense Intelligence Agency’s role in combating terrorism
and insurgent financing stems from our all-source operations and
analytic production responsibilities and our mission to conduct defense human intelligence and measurement and signature technical
intelligence activities. In 2004 and in 2005, DIA sharpened its
focus on terrorist and insurgent financial activities significantly.
In conclusion, combating terrorist and insurgent finances has an
effect on the enemy. Drying up money, stopping its movement, degrades terrorist and insurgent operations. It hinders recruitment.
It impedes couriers. It disrupts procurement of bomb components,
and it creates uncertainty in the minds of suicide bombers regarding whether their families will receive promised compensation.
Defense counter-finance activities, however, is just one element
among several that integrate to form the basis of our overall strategy to defeat terrorists and insurgents in Iraq and strengthen Iraq.
Alone, counterterrorist activities are not a silver bullet, but com-
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bined with other efforts it is an important and effective weapon.
With that, ma’am, I look forward to your questions.
Mrs. KELLY. Thank you very much.
[The prepared statement of Mr. Temple can be found in the Appendix on page 49.]
Mrs. KELLY. I will begin the questioning by saying that Mr.
Glaser has stated that we have used section 311 designations already with some institutions and individuals in Syria. My interest
in a blanket 311 designation of Syria is growing. Having heard Secretary Snow’s recent comments before the Financial Services Committee, I know he is deeply committed and concerned about Syria
but does not yet feel that a 311 designation is necessary because
some things—and I quote him—‘‘are going in the right direction.’’
I would be interested in this panel setting out their views as to
what Syria is doing and what is it that is so problematic for us and
what is meant by going in the right direction. I understand that
some of this information may be discussed better in the classified
portion of this briefing. So if you can take it as far as you can and
just indicate that we can take it further in the classified portion,
I would appreciate that too.
We will start with you, Mr. Glaser.
Mr. GLASER. Thank you, Congresswoman. Syria is obviously a
major concern for the United States on a whole range of issues relating to regional security. They are a state sponsor of terrorism.
There are Syrian entities designated in our Executive order relating to weapons of mass destruction. There are individuals in Syria
who have been designated under our former regime elements Executive order. The current Interior Minister of Syria is designated
under an Executive order for interference in the internal affairs of
Lebanon, and we have also designated the Commercial Bank of
Syria under section 311 of the PATRIOT Act.
So we are deploying a full range of financial tools against Syria
in order to try to persuade Syria to behave responsibly on any
number of issues.
Now, specifically relating to insurgency finance, there are two—
I would say two primary issues of concern. One would be former
regime elements within Syria who are assisting the insurgency on
a related issue of that of cross-border flow of funds into Syria. And
then there is the second issue of the Commercial Bank of Syria and
the $262 million that is currently frozen in that bank that is related to proceeds of the trade protocol between Iraq and Syria. That
also is a concern, and that is also something that Syria needs to
do. That is a specific requirement that Syria must meet in order
to have our designation of the Commercial Bank of Syria lifted.
Now, when Secretary Snow said that things are going in the
right direction with respect to the section 311 designation, there
were a series of demands made to Syria in the context of the section 311 designation, and I would be happy to go into this in more
detail in the closed session. Many of those demands have been fulfilled. And some very very important ones have not been; in particular, cross-border currency across the Syrian border and the
$262 million that is sitting in the Commercial Bank of Syria right
now. So those do still remain significant concerns.
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One thing I will also say on this with respect to the concept of
what we would call Treasury jurisdictional 311 with respect to
Syria—it is an idea that we do need to consider—but one thing to
keep in mind is the Commercial Bank of Syria represents the vast
majority of the Syrian financial sector, I would say well over 90
percent. So by doing the designation of the Commercial Bank of
Syria, you are getting virtually the entire Syrian financial sector
simply with that one designation. Thank you.
Mrs. KELLY. Thank you. Mr. Roberts.
Mr. ROBERTS. The Department of Defense recognizes the problems and challenges that Syria presents both in terms of terrorist
financing and financing to the insurgency and other regional security problems as well. We differentiate somewhat between the challenges that Syria presents across the border into Iraq and its continued support and activities in Lebanon.
Of course the Iraqi situation directly impacts on the current war
in Iraq, but the activities in Lebanon show Syria’s continued focus
on its relationship with terrorist groups in Lebanon and the Global
War on Terrorism more widely. As is always the case in these matters, the Department of Defense follows the lead of the rest of the
interagency Federal family. You are well aware we have an embassy in Syria. We continue to have diplomatic relations, although
oftentimes strained, and therefore I think I will limit my remarks
to what I have said. Thank you.
Mrs. KELLY. Thank you, Mr. Roberts. I think Americans, especially those with loved ones fighting in Iraq, have a right to know
as much as they can about any country that is financing and sending material goods to the enemy. Mr. Temple, do you have anything you would like to add?
Mr. TEMPLE. Thank you ma’am. I don’t have anything that I
would like to add, at least in this forum.
Mrs. KELLY. Thank you. We turn now—my time is up. We turn
now to Chairman Saxton.
Mr. SAXTON. Thank you, Madam Chairlady.
I find the situation in Syria very interesting for a number of reasons. It seems to me with the death of the former Assad, a new set
of challenges vis-a-vis Syria, even though the challenges under the
former Assad were significant. Perhaps in a way, they are even
more significant and tougher today because of the type of leadership vacuum that may exist in Syria today.
I have had direct conversations with Syrian people who know the
situation very well and they tell me that President Assad is a very
weak leader; that he may or may not control certain aspects of government and government policy and people who may be associated
with or even unassociated with his government; and that much of
the problem that we are experiencing, we are experiencing because
there is very little way to influence activities on the ground there
through the government because of this vacuum of leadership.
I was wondering if you could give us your take on this subject
and how important a problem is this. Whoever would like to.
Mr. GLASER. Well, thank you Chairman Saxton. I certainly
wouldn’t hold myself out as an expert on the internal political dynamic within the Syrian Government. I can tell you that I have
personally traveled to Damascus within the last year to have dis-
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cussions with Syrian officials on some of the issues we are talking
about here today. I have met in the last year three times with the
Financial Minister of Syria. I do think that there are people within
the Syrian Government who would like to do the right thing. I do
think that there are forces within Syria that seek to reform. In a
certain sense I am not sure how important that is from my job,
from where I sit, which is that I have to deal with Syrian behavior
as I find it. The Treasury Department and the United States Government needs to deal with Syrian behavior as we find it, and we
have to deploy the resources that we have. And I think that you
are right to be concerned about the issues that you are concerned
about with Syria. We share your concerns. I mean, that is why we
have taken the series of actions that we have taken, that I have
elaborated already and would be happy to go into greater detail on.
Mr. SAXTON. Mr. Temple, do you have anything to add?
Mr. TEMPLE. Thank you, sir. The only thing I would add to my
colleague’s remarks is that we have taken a pretty good look at
Syria and I think what you are referring to, sir, is capabilities versus intentions.
Mr. SAXTON. I am sorry?
Mr. TEMPLE. I think what you are referring to is capability versus intentions and any results that may occur between those two.
We have taken a pretty good look at that and I would be able to
expound on that, sir, in a follow-on session.
Mr. SAXTON. Thank you very much.
Let me just go south a little ways to Saudi Arabia. And we talk
a lot about charities helping to fund the insurgency, and I have a
concern that perhaps, at least from a congressional point of view,
we have understated the importance of this situation particularly
with regard to Saudi Arabia.
Wearing another hat, I chair the Joint Economic Committee, and
one of the areas of study that we have gotten into recently is the
price of petroleum and how the money that we pay at the pump
translates back into profits for the Fahd family and others. And we
are told that it costs about $1.50 to get a barrel of crude out of the
ground. And of course there are costs that add on that as we move
forward. But it is nowhere near $60 a barrel. So what this tells me
is that there is a huge profit margin with regard to petroleum.
And we also know that in Saudi Arabia, there is a fair amount
of dislike for the West, particularly in the so-called Wahhabi community. And we also know that there is a custom in Saudi Arabia
to be quite generous, particularly among those who have a lot of
money.
So given those three factors, it seems to me that one could draw
a conclusion that it would be quite—it could be less than difficult
to put together a large amount of money through charities and funnel it into Iraq. Is that a major source of funding for the insurgency?
Mr. GLASER. The insurgency in Iraq is in many senses the new
frontier for the international jihad movement. I mean, we can see
that with the strategic alliance that has been formed between
Zarqawi and bin Laden. So the jihadist financial support network,
if you want to call it that, has long used charities as one of the primary means of financing themselves. So it is not a particularly big
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step that you have to take to say, well, the international jihadist
community is focused on the insurgency. They raise their money
largely through charities; therefore, it is likely that charities, that
these charities that are being used to raise money, are in part contributing to the insurgency in Iraq. I don’t think that is a very
large step to take at all.
With respect to Saudi Arabia particularly, Saudi Arabia has long
been a concern in this area, in the area of terrorist financing.
Chairwoman Kelly has visited Saudi Arabia herself and she has
engaged with them. I visited Saudi Arabia several times, most recently with Fran Townsend, and also had conversations with them,
including on the issue of the use of charities. Now, the Saudis have
done a lot of good things, and I think we need to acknowledge that
they have done a lot of good things with respect to the regulation
of charities. They have very strict laws with respect to the financial
activities of charities. And also I should say that we enjoy very,
very close cooperation with the Saudis on an operational level
through the Joint Financing Task Force that we have in Riyadh.
So I think we do need to acknowledge the good things when we see
them.
There are problems still remaining, though, and one of the most
important problems is that Saudi Arabia still has not created their
charities commission, which they have been talking about for a
while, which is supposed to bring some structure and order to the
way they oversee their charities. And we are waiting for that.
And I think the second and equally important issue is some of
their largest charities, the IRO and WAMI, which currently fall
outside of their charitable regulations and need to be included. And
I think until we see those types of reforms not only put into place,
but truly implemented, it will continue to be a concern of ours and
something that we will continue to be pressing the Saudis on.
Mr. SAXTON. Mr. Roberts.
Mr. ROBERTS. I would like to go back to this issue of control by
leadership and vacuums of control, because I believe that across
the region and in fact across much of the Third World, these issues
are germane to the discussion. And it is a careful balancing act, as
Dan has just been discussing, between encouraging appropriate reforms in governments that are there to continue to expand, if you
will, their footprint of governance across these various activities,
and push that forward at an appropriate pace, without pushing so
hard as to rupture the relationship or damage your future access
or the kinds of operational cooperation that Dan was talking about.
And in our National Strategy for the War on Terrorism, we recognize this and we believe that building capacity inside these governments to improve their ability to govern is one of the key ways
to begin to expand the footprint of governance to match the footprint of sovereignty. And this is a huge challenge and it goes across
all elements of national power in these Third World countries. But
the answer that Dan gave on Saudi Arabia is symptomatic of pushing all of these countries across the region.
Mr. TEMPLE. Sir, the final piece I would add regarding capacity
building and strengthening allies, when we are just—as you stated,
sir, when we were discussing about these Islamic charities that are
operating out there, we are talking about a large amount of money
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that is moving around. And from our perspective the real challenge
in working with our allies is trying to sort out the very granular
details of bad people that may be operating inside otherwise good
charities, and it is a pretty significant investigative challenge in
order to get down to that. And that is probably part of the core of
what my two colleagues have just articulated in terms of the
strength in the region.
Mr. SAXTON. Thank you very much, Madam Chairlady.
Mrs. KELLY. Thank you. Mr. Gutierrez.
Mr. GUTIERREZ. I am just going to read a couple of paragraphs
from the Wall Street Journal article dated today:
‘‘during their routine audit last summer of an American office in
charge of doling out reconstruction funding in Iraq, U.S. Government investigators made a series of startling discoveries. The office
had paid a contractor twice for the same work. A U.S. official was
allowed to handle millions of dollars in cash, weeks after he was
fired for incompetence. Of the $119 million allocated for regional
products, 89 million was disbursed without contracts or other documentation. An additional 7.2 million couldn’t be found at all.
‘‘a contractor charged the U.S. 3.3 million for phantom employees
assigned to an oil pipeline repair contract, and the U.S. failed to
keep track of nearly 9 billion it transferred to the new Iraqi Government, much of which appears to have been embezzled.’’
And this is from the Special Inspector General for Iraq.
I would like to ask Mr. Glaser, what has Treasury done to track
these funds that were earmarked for construction projects as well
as the 9 million transferred to the new Iraqi Government?
Mr. GLASER. Thank you, Mr. Gutierrrez. Reports like this are
certainly quite disturbing, and I do agree that we need do all we
can to track these down.
With respect to what Treasury can do to help in that, we have
an IRS criminal investigator on the ground in Baghdad. He is one
of only eight IRS attaches we have in the world, foreignly posted,
and he is in Baghdad. And he is there, among other things, to assist with financial investigations.
Another thing, and I go into this in some detail in my testimony,
is a project that we have—and I would like to go into it in a little
bit more detail in the closed session—but we do have a project of
currency tracing. When we recover currency from individuals who
are captured, or apprehended insurgents, we look at their currency
and we see how we, by using the serial numbers and working with
the Fed, we can trace that currency to find out where it came from.
Again, I could give you a bit more information on that in the
closed session.
Mr. GUTIERREZ. Because my 5 minutes usually wind up to be 7
or 8 minutes, I have to be a little more precise. I want to make
sure that we understand that I think it is great for us to look at
charities. I think it is important to look at charities in terms of
international financing of terrorist jihadist groups. I think it is important that we look at the PATRIOT Act and what we do in Syria
and looking to freeze those funds. Of course, there were protocols
with seemingly allied countries of ours, since we sent Egypt hundreds of millions of dollars, and they too had a protocol in violation
of the U.N. embargo, as well as Jordan, as well as Turkey.
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And so I would hope that we would look at Syria and that we
would look at the other countries that had agreements with Saddam Hussein’s corrupt regime and may also have holdings in their
banking system.
But I also think it is important that we begin at home. And given
that this is—while that article is fresh, today, it isn’t the first time
that the inspector, the Special Inspector General for Iraq, who I believe was named by the Defense Secretary—he had the role of naming him. He has made a lot of different—I mean, we have to look
at our own house. So maybe we could talk later, but I would really
like to see what we are doing to tighten up our own processes so
that none of this money, as we have read in other reports where
the regime that is there has been infiltrated by former members—
indeed, their armed services and their military and protective have
been—I would hate to think that there are contractors there and
other people involved in getting money which then, unknowingly,
unwittingly, goes back to help the insurgency. I think it is very,
very important to look at this report and what we are doing.
I would like to ask the Department of Defense and Mr. Roberts
who represents—since the Special Inspector General—you can correct me if I am wrong—was appointed by your boss, the Secretary
of Defense, to this job. What has the U.S. Government done to
identify any parties connected with the disappearance of these
funds that have been determined by the Special Inspector and determine whether any of this money is indeed a current source of
the Iraqi insurgency?
Mr. ROBERTS. Mr. Gutierrez, regrettably, I am the terrorism guy,
and I am not the Iraq guy and the CPA guy and the investigative
guy. So I would encourage you to submit that for the record, and
I will take it back to the Department and get the proper answers.
As you well know, the Department is always concerned with allegations of wrongdoing or abuse and seeks to follow up and investigate them appropriately. But I cannot give any more details on
what is going on. I simply don’t know.
[The information referred to can be found in the Appendix beginning on page 67.]
Mr. GUTIERREZ. Well, I am sorry. I thought that since—I am
sorry that I asked a question you didn’t know the answer to. That
happens to me frequently also, so you are not in a situation all by
yourself.
Mr. ROBERTS. Happens several times a day to me.
Mr. GUTIERREZ. People ask me where their garbage can is at or
that their tree needs to get trimmed, I tell them the Congress—
that is not their particular problem of the particular day.
As you can see, you don’t have the answer to my particular query
and what the problem is today. I earnestly understand that. That
is certainly fair that you not give an answer that you don’t know;
it is not your job, it is not your area of expertise.
Does anybody have an area of expertise from Treasury or anyone
in terms of what we are doing to track this money? Any of the
three panelists?
Mrs. KELLY. Mr. Gutierrez, you are free to submit that. We have
already got it in the record. We would hope that the panel——
Mr. GUTIERREZ. I am sorry.
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Mrs. KELLY [continuing]. Will give us an appropriate answer
from the appropriate people who are the experts.
Mr. GUTIERREZ. I am sorry. Forgive me for asking questions that
may be a bit uncomfortable. It is just that they were so glib and
so forthcoming with answers. But probably mine are inappropriate
before—thank you very much. I think my time has expired.
Mrs. KELLY. Thank you, Mr. Gutierrez.
Mr. Meehan.
Mr. MEEHAN. Mr. Temple, your written testimony states that
some insurgent groups have enough sources of money to continue
the current level of violence indefinitely. Could you be more specific
in terms of the source of those funds and how they are accessed?
Mr. TEMPLE. Thank you, sir.
The source of those funds for terrorists and insurgents is pretty
complex, diverse and dynamic. It includes a combination of and a
shifting combination of former regime elements, charities of misguided or intentionally malicious charities, private patrons who
support anti-Iraq activities. Those are primarily the dynamic flows
of foreign money that is coming inside of Iraq from outside its border.
Within Iraq itself, the country at this point, given the relative
level of instability, terrorists and insurgents, are conducting a lot
of criminal activities, extortion and kidnapping, in particular, as a
way to acquire revenues—possibly drug smuggling, as well.
So, sir, all this adds up to a relatively robust, diverse and resilient set of funding that—we have tried to match up the costs for
operating for a given time frame for terrorists and insurgents versus what we think is coming in. And that calculus has led us to
assess that, for some terrorists and insurgents, their violent activities could continue indefinitely.
So, sir, in this forum, that is what I would offer you; and we
could take it into the classified forum if you wish as well.
Mr. MEEHAN. For members of the panel, within Iraq do U.S.
forces have the tools to address cases where the insurgents are cooperating, or is this too sensitive an area for us to tackle head on?
Mr. ROBERTS. I am sorry, I didn’t hear the noun. Who was cooperating?
Mr. MEEHAN. The cooperation within the insurgency.
A lot of the insurgencies—cooperates one day, doesn’t cooperate
another day. There are people that go back and forth within the
insurgency. You can talk to any general in Iraq, they will tell you
one day they are working in a particular neighborhood and people
are cooperating, and then there is a—it changes.
Mr. ROBERTS. Cooperating back and forth with the Iraqi Government on the one hand and the U.S. forces and then assisting the
insurgency on the other hand?
Mr. MEEHAN. Right.
Mr. ROBERTS. That is your question.
That certainly does occur. It is endemic in insurgencies.
Mr. MEEHAN. But how do we address it?
Mr. ROBERTS. We address it again by building capacity within
the government. One of the key factors is, in many cases in the
Third World, what is the salary of the designated security official?
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Oftentimes that salary is so low as to barely permit him to sustain
himself and his family.
I don’t believe this is the case in Iraq right now, but in other
places this is the case. You are operating in a zone of the world
where kleptocracies and thugocracies have operated for a long time,
and it is very difficult to break these habits. We saw the same kind
of ebbing and flowing in Vietnam where villages would cooperate
with the Government of South Vietnam one day and would cease
to cooperate next and the third day, come back again.
This is one of the challenges of these complex contingency operations that we are confronting.
Mr. MEEHAN. It is apparent that the Department of Defense is
focusing on the problem of terrorist financing, judging from the
level of activity at Special Operations Command, Central Command and the Defense Intelligence Agency.
Can we say we have made progress? Where are we weakest?
What haven’t we done as well? What do we need to do from a policy perspective, both the DOD and the administration and the Congress, to address the weaknesses?
Mr. ROBERTS. First, within the Department of Defense, as I mentioned, we have identified the flow of funds as one of the eight key
contributing elements of both the insurgency in Iraq and the Global
War on Terrorism. We are at, I won’t say the front end, but we are
perhaps a quarter of the way in to determining exactly how best
to collaborate with our interagency partners and create appropriate
structures at the various combatant commands to provide DOD
adequate insights and leverage over this problem.
The experiment at Central Command, with the terrorist finance
exploitation unit that they have there, is a precursor to possible
other similar structures and other combatant commands that
would enable the Department of Defense to play its proper role.
Again, we do not see ourselves as a lead Federal agency in this
arena.
We must have close collaboration with Treasury, State and the
remainder—and the other elements of the intelligence community
to put together—and Justice and the FBI to put together a cohesive
interagency package that allows all tools of power on the U.S. side
and with the governments with which we are interfacing, to address this problem.
As I say, we are on that road. We are looking at the terrorist finance exploitation unit. We are looking at the experiment in
PACOM, at valuable lessons learned, to determine how we best do
this in the Department of Defense.
I don’t know whether Dan wants to address Treasury’s piece of
that or not.
Mr. MEEHAN. Basically, what I am asking you for is, have we
made progress? Where do we need to do better, both from the administration perspective and also Congress’ perspective?
Mr. GLASER. Well, as I said in my oral statement, as Treasury
approaches this issue, I think you could lump it into three categories, targeting specific individuals, entity mechanisms that are
actually providing funding. That is first.
Second of all, enhancing financial transparency both within Iraq
and throughout the region, and really throughout the world.
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Then third of all, working with the countries that border on Iraq
to ensure that money does not flow through those countries to the
insurgency.
I mean, I think on each of those there is more that we could do
and that there is more that we are doing. On the first one, on identifying and targeting the individuals and entities, in the last 6
weeks, we have had—we have designated six, seven or probably
eight people in the last—individuals or entities, maybe, I don’t
know, 10 or 11. I don’t know the exact number.
We have designated quite a few in the past 6 weeks and we are
continuing to work on that. We are working with DOD and the Intelligence Community and Department of State and Justice and the
FBI to identify who these individuals are and put them in what we
would—say, a box, put them in a financial box to cut them off in
the financial system.
That doesn’t mean they are not going to still be able to operate—
as everyone here has been saying, using cash couriers, hawala and
other mechanisms—but you start to make them use costlier,
riskier, less efficient means of using their money. It is going to
make things harder for them. That is the first thing we need to
continue doing.
As far as transparency within Iraq, Treasury is working right
now to develop a payment system for Iraq right now so they don’t
have to be so cash reliant. That is something that is a major, major
problem for the Department, I think, that will pay big dividends
for the people of Iraq in a big way, including a transparent financial system that will not be as susceptible to terrorist financing.
Within the region, we are working with the—the U.S. government helped create an organization called the MENAFATF. Middle
East North Africa Financial Action Task Force. Fourteen different
countries in the northern Middle East region are working together
to help all of them to come into compliance with national standards
to improve transparency, to deal with such issues as cash couriers.
I am the head of the U.S. delegation to that organization. They
are going to be having a plenary session in Beirut in September.
I look forward to hearing about what progress they have made. It
is a new organization; we will see how effective they are. I can’t
sit here and tell you that I am 100 percent positive that this is
going to work. But it has a chance of working, and we are going
to work with those countries to help it work.
Then, with respect to the border countries—and I think Congressman Gutierrez was exactly correct; it is not just Syria that we
should be focusing on. Syria is a particular problem, but all countries in the region and all countries in the world have an obligation
under Security Council Resolution 1483 to freeze former regime assets and return them to the people of Iraq.
We don’t just focus on Syria. We focus on all countries that have
these assets. We work with all of them. We encourage all of them
to do so. So it is not one thing.
It is not so easy to say we have succeeded or we have failed. But
it is continuous work on all these fronts that I think ultimately will
have this—will be successful in disrupting and dismantling the networks that do support the insurgency.
Mr. MEEHAN. Thank you.
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Mrs. KELLY. Thank you, Mr. Meehan.
Mr. Price.
Mr. PRICE. Thank you, Madam Chair. I appreciate it. I want to
thank you for holding this hearing along with Chairman Saxton
and the ranking members. It is an incredibly important topic.
I want to thank the panelists for coming. When I think sometimes I have a difficult job, then I look at what you all are trying
to do and say, it ain’t nothin’ with what we are trying to do here.
So I want to thank you for your solid work and commend you today
for coming to be with us.
I am interested in each of you giving a perspective on what the
insurgency costs. Help me get my arms around what it costs to put
on this insurgency.
Mr. TEMPLE. Sir, we have done quite a bit of work on that issue.
I have to tell you that our methodology—the tradecraft we have applied, and the data that we have had in order to derive our findings—has been a learning experience and dynamic on this problem
set. We have a good sense, we think, of how much the insurgency
costs in all its forms—terrorist activity, insurgent activity, tribal
and clan-based violence and so on. I can tell you we have worked
that pretty hard and have some findings.
What I would like to tell you is, I would like to defer those findings to the follow-on session, if we could do that.
Mr. PRICE. Sure.
Does anyone else want to? I am a surgeon. I need real concrete
stuff. Anybody want to put a number to it here?
Later.
Let me follow up on Congressman Meehan. I too am interested
in making certain that we are doing everything we can. I heard a
lot of discussion about—have heard a lot of discussion about what
the executive branch is doing and the logistics of it. But is there
any other assistance or any other avenue that Congress needs to
explore from a policy standpoint that would be of aid to you all?
Thoughts? Criticisms?
Mr. GLASER. I think that Congress’ holding hearings like this
and showing a sustained interest in this and doing your job of making sure we are doing our job is what Congress needs to continue
to do. From Treasury’s perspective, we have the authorities that we
need to be effective in this fight, and it is a question of our just
doing a good job and making sure that we keep our eye on the ball
and do everything we can with the tools that you have given us.
Mr. PRICE. Mr. Roberts.
Mr. ROBERTS. I would agree. I think we in the Department of Defense and the executive branch have the authorities that are required. I think there can be, from time to time, challenges in orchestrating those authorities, especially against a very rapidly
changing non-state actor network.
In the Department, we have spent a lot of time focusing on how
to attack and defeat a state-organized enemy armed force, and the
Global War on Terrorism is forcing us to look at a global, mobile,
morphing, clandestine, non-state actor network, with coalitions of
convenience of both witting and unwitting partners.
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That is a very different security environment for us to be operating in. We would look to work closely with Congress as we work
our way through that.
Mr. PRICE. We aren’t putting any roadblocks in front of you to
make it so that you can’t do your job?
Mr. ROBERTS. No.
Mr. PRICE. Any comment?
Mr. TEMPLE. No, sir.
Mr. PRICE. Let me ask you, I read about 10 Euros for Iraq. I am
stunned, frankly, that that kind of fund-raising—apparently, it is
fund-raising for the insurgency, I guess.
Is there any way to track who is doing that and stop that kind
of fundraising?
Mr. GLASER. We are aware of this group. Congresswoman Kelly
showed that very troubling poster earlier in the session. They seem
to be a collection of European left-wing radicals who are more or
less united by a strong sense of anti-Americanism. They have—over
the years, have a very inflammatory Web site, and they have organized rallies, which were fairly well attended around the time of
the war in Iraq and seem to be less well attended in more recent
years and months.
Regarding the insurgency activities, I can say—I would be happy
to go into this in much greater detail in the closed session, but I
can say that they don’t seem to be particularly effective as fundraisers or in terms of getting any funds that they happen to raise
to actual designated insurgency groups.
That being said, of course, we need to keep our eye on them, but
they really—there are a lot of major sources of funding for Iraq
that we need to really be focusing on.
Mr. PRICE. Thank you. I appreciate your answers.
My time has expired, Madam Chair, and I yield back.
Mrs. KELLY. Mr. Lynch.
Mr. LYNCH. Thank you, Madam Chair. First of all, Madam Chair,
I want to thank you and Chairman Saxton and Ranking Member
Gutierrez and Mr. Meehan for holding this hearing. It is great
stuff, and it needs to happen.
Mr. Glaser, at a previous hearing, your predecessor talked about
sort of a blind spot that we had with the banking community in
the Middle East; and back in March and April, I had the opportunity to go to Amman, Jordan, and also to Ramallah in the West
Bank as well as Baghdad. At least the reports out of Treasury at
that point were that we were not getting cooperation in terms of
just the basic accounting protections that we expect from major
banking institutions—suspicious activity reports, suspicious transaction reports coming out of these banks.
I will be back in Amman and Baghdad next week. I am just concerned.
Are we getting any better response from our friends in the banking community in the Middle East with respect—I heard that the
Arab bank in Ramallah had not, in the past 3 years, filed one, single suspicious activity report. You know, I am someone who is—you
know, they have got 30 to 50 percent unemployment among their
young men between age 18 and 35 years old. I am someone who
thinks we need to—we need to invest in the West Bank and try to
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reduce that unemployment rate so as to discourage the frustration
of young men turning to violence and getting swept up in other activities. I would rather put them to work, if we could.
Are we getting any better cooperation from the banking community there? Are they still resisting? And isn’t there something—
with all the money that we are pumping into this region, isn’t
there sort of carrot-and-stick available that we could encourage
them into greater compliance?
Mr. GLASER. Thank you, Congressman. I think there are some
very important issues that you raised. I think I will focus first on
Jordan and then on the Palestinian Territories. Also, I have been
to Amman twice in the last year to engage with the Jordanian Government on precisely the issues that you are talking about.
I think the question is not so much, are we getting cooperation
from the banks in Jordan as, is there an effective anti-money-laundering counterterrorist financing regime in Jordan that the banks
need to be complying with. The answer is no, Jordan does not have
an comprehensive anti-money-laundering law. They need to pass
one.
This is the point that the United States Government, through
both the State Department and Treasury Department, has made to
Jordan many times; and we are still looking forward to seeing
them enact a comprehensive anti-money-laundering kind of terrorist law and implement those regulations. So I think that you have
identified a very important issue.
With respect to the—with respect to the Palestinian Territories,
I have also been to the Palestinian Territories and met with both
Finance Minister Fayyad and some of the private sector banks. I
was actually the person to whom they said that they haven’t filed
a suspicious activity report.
It is really—it is a starkly different situation. They have certainly been living in extraordinary circumstances in that particular
region. One of the few things that actually has been working fairly
well has been their banking system. That is not an excuse for not
having effective anti-money-laundering regimes in that part of the
world. In fact, it is one of the most important regions that really
does need to have anti-money-laundering regulations on the books
and being enforced.
We are working with the Palestinian Authority precisely to do so.
One of the most important things that I think we can help them
do with this creation of a financial intelligence unit—and the
Treasury Department and USAID have been engaged with them to
do that—and what we hope that financial intelligence unit will do
is precisely follow up on the issues that are of concern to you, failure of banks to engage in customer identification, keep records, file
suspicious activity reports. They could share those financial suspicious activity reports with the United States and with other
countries.
So I think you have put your finger on a very important issue
that we are certainly aware of, that we are seized with, and that
we continue to work with both governments on.
Mr. LYNCH. Thank you.
Before I let the other two gentlemen respond, the Financial Intelligence Units (FIUs), have they been established in either
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Ramallah or Amman? I don’t want to single them out because, you
know, God knows, there is a lot of this stuff going on in the Middle
East. But there should be a systemic approach to—since we are
pumping a lot of money in over there, just a requirement of compliance that putting these basic safeguards in place.
There is no sense in trying to track, you know, gold bullion and,
you know, and shipments in the night if the regular banking system is just riddled with holes and folks can, you know, draw money
out of there for illicit purposes and not fear being discovered.
Mr. GLASER. You are exactly right. Neither country will—neither
the Palestinian Authority nor Jordan has financial intelligence
units. We are still waiting for Jordan to enact a law that gives
them the authority to establish a financial intelligence unit, and we
have told the Jordanians many, many times—I have personally
told the Jordanians that once they get to building a financial intelligence unit, the U.S. Treasury Department certainly stands ready
to provide them with whatever assistance and whatever guidance
we can provide them.
We have even discussed internally within Treasury the notion of
sending somebody out there on a long-term basis to help them establish one of these things, but we need the law passed first.
Mrs. KELLY. Mr. Lynch, those were good questions.
Mr. LYNCH. I am sorry?
Mrs. KELLY. Unfortunately, your time is up. I hope that you will
stay for the closed session so you can continue the questioning if
you like.
Mr. LYNCH. Actually, I have the DEA in my office waiting, but
I will come right back.
Thank you, Madam Chair.
Mrs. KELLY. Thank you.
Mr. Cleaver.
Mr. CLEAVER. Mr. Temple, on page 36 your statement, in the
middle paragraph, you talk about the mosque and both the Shi’a
and Sunni mosque where it appears that religious leaders are in
some way financing or assisting in the financing of the insurgency.
Isn’t that going to be something that we would essentially have
to say, Hands off? That is a very sensitive issue.
Because this whole conflict at least is being defined in part by
the insurgencies that this is an attack on Islam. So if we try in any
way to disrupt the money that comes out of the mosque to the insurgents, we are likely going to inflame things even further.
Do I have this close to being accurate?
Mr. TEMPLE. Thank you, sir. We are concerned about mosques,
Sunni, Shi’a meeting houses and other local-type gathering organizations and fund-raising activities for terrorists and insurgencies
that may occur in those venues.
Sir, I think you hit the nail right on the head. This is a tough,
sensitive issue. I think we have tools in Iraq, engagement kinds of
tools and strategies, to address these sensitive issues. But it is a
concern to us, and it is a sensitive and tough challenge, yes, sir.
Mr. CLEAVER. I am not familiar with the work on the Iraqi constitution, but I am assuming that there will be protections even
there. I can’t imagine that they won’t—that there won’t be some-
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thing in the constitution that would prohibit, you know, what
would be considered, you know, meddling into religious affairs.
So as long as that is happening, aren’t we at a disadvantage to
the point that we really can’t stop the money from flowing?
Mr. TEMPLE. Sir, I would say, as I state in my open testimony,
that the important thing here is not counter-finance as a silver bullet, but engaging in counter-finance activities against terrorists and
insurgents to affect them, to create doubt in their minds, to deny
them latitude, to stop growth in revenues and to force them to have
to think and make decisions and be constrained.
That is, really, I think, the ultimate purpose of a counter-finance
strategy against terrorists and insurgents. It is certainly not a silver bullet.
Mr. CLEAVER. Thank you.
Mrs. KELLY. Thank you, Mr. Cleaver.
Mr. Scott.
Mr. SCOTT. Thank you, Madame Chairlady. I really appreciate
that.
How much of the current Iraqi insurgency is being funded
through fraud from the Oil-for-Food program?
Mr. GLASER. Well, since we can’t give—first, I think there are
several answers to that. Since we can’t give an overall number on
the total resources available to the Iraqi insurgency, I think it
would be hard to give a percentage of funds that initially originated from Oil-for-Food fraud.
So I will leave it at that.
Mr. SCOTT. In your opinion, is the U.N. Taking prompt action to
investigate and reform this program?
Mr. GLASER. That is a question I would defer to the State Department.
Mr. SCOTT. Is it possible that some of the billions that were lost
by the Coalition Provisional Authority might now be funding the
insurgents?
Mr. GLASER. There are many possible sources of funding for the
insurgency. There is a lot of money in the region. There is a lot of
cash in the region. I mean, we have to be concerned with all
sources of funding.
Mr. SCOTT. What is the United States doing to track down and
recover any of those billions of dollars that have been lost and
squandered around?
Mr. GLASER. The billions of dollars from Oil-for-Food?
Mr. SCOTT. No. There were billions of dollars that were lost from
the Coalition Provisional Authority that were allocated, our money,
not accounted for. It is clear that some of that money—it is a lot
of money. We know it is lost.
The two questions that ought to be found an answer to: Is it getting into the hands of the insurgent; where is it? And have we become concerned enough to try to find out where it is and track it
down?
Let me ask you this one: How much of the insurgency is being
funded directly through funding in the United States and European
countries?
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Mr. GLASER. Again, I can’t give you a specific percentage, but I
think that there is a significant amount of funds emanating from
Europe.
Mr. SCOTT. Have international efforts been successful on shutting down known funding sources at home or in coalition countries?
Mr. GLASER. With respect to—within the United States, again, I
would defer to the Department of Justice on those questions.
With respect to outside of the United States, I think that we
have had successes. There have been a number of arrests and prosecutions in Europe. Sweden, for example, has just had a prosecution, a successful conviction with respect to funding for Ansar alIslam. I think that is a very, very significant step for Europe,
which has had trouble getting convictions.
But we do see a number of investigations, prosecutions and convictions in Europe, specifically with regard to supporters of the insurgency.
Mr. SCOTT. Have the Saudis stepped up their efforts to regulate
charitable funds that are being directed to known terrorists?
Mr. GLASER. The Saudis have an impressive regulatory scheme
in place with respect to charities. The problem is with that is, it
puts an enormous amount of regulation on the financial activities
of charities, and they should be commended for it.
There are a number of problems with that scheme, loopholes
within that scheme, that we have been calling upon the Saudis to
deal with for some time now, and we continue to for them to deal
with it. They have told us that they are dealing with it.
One of them is the exemption of three of the most significant
Saudi charities from the charities regulation. The second is the creation of a charities commission. They have assured us numerous
times and have assured us quite publicly that they are going to establish a charities commission, and they have not yet done so. They
have assured us they are working on it, and one will be forthcoming.
Once that is established, I think that we need to work to make
sure that the charities commission is doing what it needs to do to
make sure the charities within Saudi Arabia are not a source of
funding for the jihadist movement worldwide and for the insurgency movement in Iraq.
Additionally, the Saudis have been cooperating with us operationally through the joint operating task force on the ground. So
they should be commended for that.
There are other mechanisms that I could describe to you by
which funds can flow out of Saudi Arabia. They create accounts
within banks. Mrs. Kelly referenced one, that I don’t believe is
operational anymore, with respect to support for the Intifada.
But they open up accounts in banks and encourage people to deposit money into these accounts, and then the money goes out. I
think it is certainly fair for us to ask the Saudis how they manage
these accounts and how they account for the finances in those accounts.
So I think with respect to Saudi Arabia, they have taken a lot
of measures, and I think that there are still measures that we
would expect them to take in order to adequately deal with the
problem of terrorist financing emanating from the kingdom.
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Mr. SCOTT. Al Qaeda——
Mrs. KELLY. Mr. Scott, I am sorry, we are going to have a vote.
I am trying to get everything in so we can have a closed hearing.
Will you hold your question until the closed hearing, please?
The Chair notes this is a very busy time. There are members
who will have questions for this panel and will submit them in
writing. So we will hold the open session of this hearing open for
30 days for those questions to be submitted and the answers to be
returned to us.
At this point, we will now excuse everyone who is not involved
in our closed session, and we thank you very much for your participation.
We will now move to the closed session.
[Whereupon, at 3:38 p.m., the subcommittees proceeded to other
business in closed session.]
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QUESTIONS SUBMITTED BY MR. GUTIERREZ
Mr. GUTIERREZ. What has the U.S. Government done to identify any parties connected with the disappearance of these funds that have been determined by the Special Inspector and determine whether any of this money is indeed a current source
of the Iraqi insurgency?
Mr. ROBERTS. In response to the question of what has been done to determine if
insurgents are getting the Iraqi money, that issue is being worked by the Iraqi Commission on Public Integrity and the Board of Supreme Audit. We no longer have jurisdiction to permit tracing Iraqi money.
We have no indications that U.S. appropriated funds are going to insurgents.
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